


[bookmark: _GoBack]简单VPN服务器搭建与客户端安装
技术支持：QQ 417230867 E-mail support@aocus.cn
准备工作
一台已接入互联网的服务器（这里是以CentOS系统演示的）
一个连接终端（这里用Putty）
SoftEther VPN 管理工具
大脑——用脑袋记
这里我已经准备好了，IP也解析了。
服务器地址：wxapi.shikangsi.cn
首先，我们打开终端，连接我们的服务器
[image: ]
其中1填地址，2填端口，然后open
第一次连接会出现提示（就是信不信任该主机密匙）一般选是就行了
[image: ]
然后输入用户名（最好用root权限，避免权限不足的问题）、密码（默认不回显到屏幕的）登录
[image: ]
登录成功后会显示最后一次成功登录的时间，然后是用户名@主机名，$代表普通用户，#代表超级用户
登陆后
可以更新系统，也可以直接操作
首先下载wget
命令是：yum install wget
[image: ]
这是系统中已有wget
然后需要下载相关依赖，简单点直接用yum下载gcc依赖
命令：yum install gcc
[image: ]
选择y然后回车
[image: ]
可以看到Installed xxxxxx Complete！安装完毕。
再然后需要下载vpnserver.tar.gz文件，地址是：http://down.aocus.cn/vpnserver.tar.gz
命令是：wget http://down.aocus.cn/vpnserver.tar.gz
[image: ]
下载完成后可以用ls命令看一下
[image: ]
Web.py-0.38和web.py-0.38.tar.gz是我之前下载的东西可以无视。
下载的vpnserver.tar.gz是一个压缩包，所以我们要解压出来。
命令：tar -zvxf vpnserver.tar.gz
[image: ]
解压完毕，用cd命令进入vpnserver文件夹，用ls看一下
[image: ]
这个时候需要用gcc编译安装一下
命令：make
会出现三个选项，就是一些协议和条款
全部选1回车即可
第一个
[image: ]
第二个
[image: ]
第三个
[image: ]
这里已经编译完成
[image: ]
然后需要启动服务
命令（斜杠前有个点）：./vpnserver start
[image: ]
这是VPN Server 服务已经启动
然后再配置下一步
命令（斜杠前有个点）：./vpncmd
会出现选项
1、 管理VPN服务器或者VPN网桥
2、 管理VPN客户端
3、 使用VPN工具
[image: ]
这里我们选1回车
然后出现下图
大概意思是设置主机名或IP地址描述
[image: ]
直接回车即可
然后就是这样的
如果使用虚拟Hub管理员模式连接到这个服务器，请输入虚拟Hub名称
如果使用服务器管理模式，请直接回车
[image: ]
我们直接回车即可
[image: ]
看到上图代表已进入服务器管理模式，至此服务器端的架设基本完成，可以关闭终端（Putty）了
下面进入VPN的配置，包括新建用户、管理用户等
首先需要下载SoftEther Server Manager
地址：http://down.aocus.cn/softether-vpn_admin_tools-v4.24-9651-beta-2017.10.23-win32.zip
解压后如下图
[image: ]
打开vpnsmgr.exe
[image: ]
点击新设置
[image: ]
初次连接需要填的是主机名，端口号：443，设置名随意，其他设置不动，密码留空
[image: ]
然后确定
点击连接或者双击下图箭头处都可以连接
[image: ]
然后会弹出来设置密码
设置一个自己记得住的密码就行了
[image: ]
然后会弹出两个弹窗
首先下图，我们选择VPN的高级设置，然后关闭
[image: ]
再就是下图
[image: ]
小弹窗是IPsec设置，后面再讲，直接否
这个提示消息直接确定即可
[image: ]
然后就是主界面
[image: ]
我们这次主要讲的是新建OpenVPN
首先点击管理虚拟HUB
[image: ]
然后再点击管理用户
[image: ]
然后点击新建
[image: ]
本次主要讲新建.ovpn配置文件加密码验证的连接方式
设置用户名和密码确定即可
[image: ]
然后关闭管理用户界面
看到下图
[image: ]
点击箭头所指的虚拟NAT和虚拟DHCP服务器
[image: ]
点击启用SecureNAT
出现下图提示信息
[image: ]
点击确定然后关闭此界面，关闭管理虚拟HUB的界面
看到下图，点击OpenVPN/MS-SSTP设置
[image: ]
看到下图
[image: ]
其中监听OpenVPN的UDP端口，默认为1194，可以自行修改，然后点击为OpenClient生成配置样本文件
[image: ]
选择一个位置存配置文件压缩包
下图是询问是否打开该压缩包，我们选否
[image: ]
然后点击确定
至此客户端的VPN配置基本完成，关闭管理工具。
找到压缩包的存储位置，解压出来
[image: ]
这里我们需要修改结尾是remote_access_l3的.ovpn文件，用记事本打开即可修改
这里我们的配置文件是vm_0_9_centos_openvpn_remote_access_l3.ovpn
[image: ]
#开头的都是注释可以删掉，我们需要找到下图红框所示行
[image: ]
这句话remote保留，中间的是服务器地址，后面是端口，我们把地址替换为我们自己的地址即可
[image: ]
到这里，配置文件就制作完成了。
连接我们的VPN服务器需要安装OpenVPN的客户端
地址：http://vpn.i-g.cc
根据系统版本选择
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下载后运行
[image: ]
这里Next
[image: ]
然后I Agree
[image: ]
把上图红框所示两行勾上，然后Next
[image: ]
然后点击Install
途中出现是否信任虚拟网卡的安装，一律允许
[image: ]
上图即安装完毕
桌面上会出现一个下图图标
[image: ]
双击运行
[image: ]
电脑托盘区有个灰色带锁小电脑
右键只能看见两个选项
[image: ]
这是因为我们还没有把配置文件导入
一般情况配置文件存放位置为
32位系统：C:\Program Files(x86)\OpenVPN\config
64位系统：C:\Program Files\OpenVPN\config
我们需要把前面做好的.ovpn文件拷贝进去
[image: ]
点击继续即可
[image: ]
这样就把我们的配置文件放进去了
再右键看托盘区
[image: ]
现在就有了Connect选项
点击Connect
[image: ]
输入我们之前设置的用户名和密码即可，连接成功后状态窗口会自动关闭
等待小电脑变绿后
[image: ]
即为连接成功
至此简单VPN搭建完成。
注：绕过校园网一般使用UDP 53 67 68端口。
如有问题请联系技术支持
[image: c:\users\dhx216\appdata\roaming\360se6\User Data\temp\0_wx_fmt=jpeg.jpg]
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login as: root
root@uxapi.shikangsi.cn's password:

Last login: Tue Jun 12 00:41:41 2018 from 171.113.91.119
[root@vM_0_9_centos ~1# [
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1ogin as: root
root@uxapi.shikangsi.cn's password

Last login: Tue Jun 12 00:41:41 2018 from 171.113.91.119
[root@VM 0_9 centos ~]# yum install wget

Loaded plugins: fastestmirror, langpacks

(1/2): epel/7/x86_64/updateinfo

¥B  00:00
(2/2): epel/7/x86_64/primary MB

00:00

Loading mirror speeds from cached hostfile
epel

[Package wget-1.14-15.e17_4.1.x86_64 already installed and latest version
Nothing to do

[root@vM_0_9_centos ~1# [

12581/12581
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Transaction Summary

Install 1 Package (+3 Dependent packages)
upgrade ( 3 Dependent packages)

Total download siz
Is this ok [y/d/Ni1: I
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Installed:
gcc.x86_64 0:4.8.5-28.e17_5.1

Dependency Installe
cpp.x86_64 0:4.8.5-28.e17_5.1 libmpc.x86_64 0:1.0.1-3.el7
mpfr.x86_64 0:3.1.1-4.el7

Dependency Updated:
libgcc.i686 0:4.8.5-28.€17 5.1 libgcc.x86_64 0:4.8.5-28.e17 5.1
libgomp.x86_64 0:4.8.5-28.

Complete!
[root@vM 0 9 centos ~1% [
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[root@vM 0_9 centos ~]# wget http://down.aocus.cn/vpnserver.tar.gz
--2018-06-12 13:25:25-— http://down.aocus.cn/vpnserver. tar.gz

[Resolving down.aocus.cn (down.aocus.cn)... 219.151.28.2

Connecting to down.aocus.cn (down.aocus.cn)|219.151.28.2]:80... connected.
[HTTP request sent, awaiting response... 200 OK

Length: 5638726 (5.4M) [application/x-gzip]

Saving to: ‘vpnserver.tar.gz’

1003 [ >] 5,638,726 1.51MB/s  in 3.6s

2018-06-12 13:

230 (1.51 MB/s) - ‘vpnserver.tar.gz’ saved [5638726/5638726]

[root@VM 0 9 centos ~1# |
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[root@VM 0_9 centos ~]# 1s
vpnserver.tar.gz web.py-0.38 web.py-0.38.tar.gz
[root@vM 0 9 centos ~1% [
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[root@VM_0_9_centos ~]# tar -zvxf vpnserver.tar.gz
[vpnserver/

[vpnserver/Makefile

[vpnserver/.install.sh
[vpnserver/ReadMeFirst_License.txt
[vpnserver/authors. txt,
lvpnserver/ReadMeFirst_Important Notices_ja.txt
[vpnserver/ReadMeFirst_Important Notices_en.txt
[vpnserver/ReadMeFirst_Important Notices_cn.txt
vpnserver/code/

vpnserver/code/vpnserver.a
vpnserver/code/vpnemd. a

vpnserver/lib/

lvpnserver/lib/libcharset.a
vpnserver/1lib/libcrypto.a
vpnserver/lib/libedit.a
vpnserver/lib/libiconv.a
vpnserver/lib/libintelaes.a
vpnserver/lib/libncurses.a
[vpnserver/1ib/libssl.a

vpnserver/1ib/1ibz.a
vpnserver/lib/License. txt
[vpnserver/hamcore . se2

[root@vM 0 9 centos ~1# ]
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[root@VM_0_9_centos ~1# cd vpnserver
[root@VM_0_9_centos vpnserverlt ls
[puthors.txt ReadMeFirst_Important Notices_cn.txt

[coad] ReadMeFirst_Important Notices_en.txt
hamcore.se2 ReadMeFirst_Important Notices_ja.txt
[Lip] ReadMeFirst_License.txt

Makefile

[root@VM 0 9 centos vpnserverl# J|
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[root@vM 0

centos vpnserver]# make

SoftEther VBN Server (Ver 4.10, Build 9473, Intel x64 / AMD64) for Linux Install
Utility
Copyright (c) SoftEther Project at University of Tsukuba, Japan. All Rights Rese

Do you want to read the License Agreement for this software 2

1. ves
2. No

Please choose one of above number:
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OF THE POSSIBILITY OF SUCH DAMAGE.

Issue Date: Aug 6, 2010

NOTES

SoftEther provides source codes of some GPL/LGPL/other libraries listed above on|

its web server. Anyone can download, use and re-distribute them under individual
1 licenses which are contained on each archive file, available from the followin|
g URL:

http://uploader.softether.co.jp/src/

Did you read and understand the License Agreement ?
(If you couldn't read above text, Please read 'ReadMeFirst License.txt'
file with any text editor.)

1. Yes
2. No

Please choose one of above number:
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Did you agree the License Agreement ?

1. Agree
2. Do Not Agree

Please choose one of above number:
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**% How to start the SoftEther VBN Server Service ***

Please execute './vpnserver start' to run the SoftEther VBN Server Background Sel

rvice.
and please execute './vpncmd' to run the SoftEther VEN Command-Line Utility to df
onfigure SoftEther VEN Server.

0f course, you can use the VEN Server Manager GUI Application for Windows on the|
other Windows PC in order to configure the SoftEther VEN Server remotely.

make[1]: Leaving directory ‘/root/vpnserver'
[root@VM 0 9 centos vpnserverl# J|




image15.png
[root@vM 0_!

)_centos vpnserver]l# ./vpnserver start

The SoftEther VEN Server service has been started.
[root@VM 0 9 centos vpnserverl# J|
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[root@VM 0_9 centos vpnserverl# ./vpncmd

vpnemd command - SoftEther VEN Command Line Management Utility
SoftEther VPN Command Line Management Utility (vpncmd command)
[Version 4.10 Build 9473  (English)

compiled 2014/07/12 02:33:15 by yagi at pc26

copyright (c) SoftEther VEN Project. All Rights Reserved.

By using vpnemd program, the following can be achieved.
1. Management of VEN Server or VEN Bridge
2. Management of VEN Client

3. Use of VEN Tools (certificate creation and Network Traffic Speed Test Tool)

select 1, 2 or 3: |
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Specify the host name or IP address of the computer that the destination VEN Ser]

lver or VPN Bridge is operating on.

By specifying according to the format 'host name:port number', you can also spec
ify the port number.

(When the port number is unspecified, 443 is used.)

If nothing is input and the Enter key is pressed, the connection will be made tol
the port number 8888 of localhost (this computer).

[Hostname of IP Address of Destination:
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Tf connecting to the server by Virtual Hub Admin Mode, please input the Virtual
Hub name.

Tf connecting by server admin mode, please press Enter without inputting anythin|

g.
Specify Virtual Hub Name: [J
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Connection has been established with VEN Server "localhost" (port 443).
You have administrator privileges for the entire VEN Server.

VPN Server>f]
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# OpenVPN 2.0 Sample Configuration File

# for PacketiX VPN / SoftEther VPN Server

#

# 11 AUTO-GENERATED BY SOFTETHER VPN SERVER MANAGEMENT TOOL !!!
#

# 111 YOU HAVE TO REVIEW IT BEFORE USE AND MODIFY IT AS NECESSARY !l!
#

# This configuration file is auto-generated. You might use this config file

# in order to connect to the PacketiX VPN / SoftEther VPN Server.

# However, before you try it, you should review the descriptions of the file

# to determine the necessity to modify to suitable for your real environment.
# If necessary, you have to modify a little adequately on the file.

. # For example, the IP address or the hostname as a destination VPN Server

# should be confirmed.

3
# Note that to use OpenVPN 2.0, you have to put the certification file of

# the destination VPN Server on the OpenVPN Client computer when you use this
# config file. Please refer the below descriptions carefully.

##H
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#
# When you want to connect to the VPN Server by using TCP protocol,
# the port number of the destination TCP port should be same as one of
# the available TCP listeners on the VPN Server.
#
# When you use UDP protocol, the port number must same as the configuration
# setting of "OpenVPN Server Compatible Function” on the VPN Server.

# Note: The below hostname is came from the Dynamic DNS Client function
#  which is running on the VPN Server. If you don't want to use

#  the Dynamic DNS hostname, replace it to either IP address or

# other domain's hostname.

remote vpn134725947.v4.sedns.cn 1194

Liad

# The HTTP/HTTPS proxy setting.

#

# Only if you have to use the Internet via a proxy, uncomment the below
# two lines and specify the proxy address and the port number.

# In the case of using proxy-authentication, refer the OpenVPN manual.
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OpenVPN 2.3.10-1601 Setup -

Welcome to the OpenVPN
2.3.10-1601 Setup Wizard

This wizard wil guide you through the instalation of
OpenVPN , an Open Source VPN package by James Yonan.

Note that the Windows version of OpenVPN wil only run on
Windows XP, or higher.
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License Agreement
OPEN Please review the license terms before instaling OpenVPN
23101601,

Press Page Down to see the rest of the agreement.

WPN (TM) - An Open Source VPN daemon
ICopyright (C) 2002-2010 OpenVPN Technologies, Inc. <sales@openvpn.net>

|This distribution contains multiple components, some

lof which fall under different icenses. By using OpenVPN
lor any of the bundied components enumerated below, you
|agree to be bound by the conditions of the license for
|each respective component.

|OpenVPN trademark

1f you accept the terms of the agreement, diick I Agree to continue. You must accept the
‘agreement to install OpenVPN 2.3 10-1601.
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(7) OpenVPN 2.3.10-1601 Setup

Choose Components
0PEN Chocse which fesures of OpenVPN 2.3. 104601 you want 1
instal.

Select the components to instaljupgrade. Stop any OpenVPN processes or the OpenVPN
service ifitis running. All DLLs are installed locally.

Select components to install:
"OpenSSL Utites
[] OpenVPN RSA Certificate Management Scripts
‘Add Shortcuts to Start Menu v
Description
Space required: 4.2V8 Install the OpenSsL Utiities (used for generating

public/private key pairs).
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() OpenVPN 2.3.10-1601 Setup. - X
Choose Install Location
0PEN Choose the folder in which to install OpenVPN 2.3.10-1601.

Setup wil install OpenVPN 2.3.10-1601 in the following folder. To installin a different folder,
dick Browse and select another folder. Click Install to start the instalation.

‘Space required: 5.0M8
‘Space available: 94.4GB

Nullsoft Ins

e v2.46-101

<Back





image50.png
OpenVPN 2.3.10-1601 Setup -

Completing the OpenVPN
2.3.10-1601 Setup Wizard

OpenVPN 2.3.10-1601 has been installed on your computer.

Click Finish to dlose this wizard.

[ start OpenVPN GUI

[show Readme
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OpenVPN Connection (vm_0_9_centos_openvpn_remote access 13) ~ — [m] X
Curent State: Connecting

|Tue Jun 12 14:25:10 2018 OpenVPN 2.3.10x86_64-w64mingw32 [SSL (OpenSSL)] [LZO] [PKCS11] [IPv6] bu

[Tue Jun 12 14:25:10 2018 Windows version 6.2 (Windows 8 or greater)

Tue Jun 12 14:25:10 2018 ibrary versions: OpenSSL 1.0.1q 3 Dec 2015, 120 209

Tue Jun 12 14:25:10 2018 MANAGEMENT: TCP Socket istening on [AF_INET]127.0.0.1:25340

|Tue Jun 12 14:25:10 2018 Ne OpenVPN - User Authentication )
Tue Jun 12 14:25:10 2018 00.1:2540

Tue dn 12162511 2000 M) vgemame: [ ]

Tue Jun 1214:25:11 2018
ITue dn 12142511 201 M) Password: [ ]
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PUTTY Security Alert

A

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think itis.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 b2:45:5¢:7b:30.96:08:63:d9:62:597 4e62:c9:2f
If you trust this host, hit Yes to add the key to

PUTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
‘connection.
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